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readers, also called transponders, recognize the presence of an approaching object with;,
specific area. This type of system does not require the user to swipe the card througt, t]h
reader. The reader sends out interrogating signals and obtains the access code from ¢
card without the user having to do anything.

EXAMTIP  Electronic access control (EAC) tokens is a generic term used to
describe proximity authentication devices, such as proximity readers

programmable locks, or biometric systems, which identify and authe;wtica
users before allowing them entrance into physically controlied areas,

External Boundary Protection Mechanisms

Proximity protection components are usually put into place to provide one or more
the following services:

o Control pedestrian and vehicle traffic flows
o Various levels of protection for different security zones
o Buffers and delaying mechanismis to protect against forced entry attempts
o Limit and control entry points 4
. -
These services can be provided by using the following control types:

o Access control mechanisms Locks and keys, an electronic card acce:
personnel awareness

o Physical barriers Fences, gates, walls, doors, windows, protected v
vehicular barriers

e Intrusion detection Perimeter sensors, interior sensors, annuncia
mechanisms

o Assessment Guards, CCTV cameras
o Response Guards, local law enforcement agencies

o Deterrents Signs, lighting, environmental design

Several types of perimeter protection mechanisms and controls can b
to protect a company’s facility, assets, and personnel. They can deter wo
detect intruders and unusual activities, and provide ways of dealing witht
they arise. Perimeter security controls can be natural (hills, rivers) or m
lighting, gates). Landscaping is a mix of the two. In Chapter 3, we
Prevention Through Environmental Design (CPTED) and how this ap
reduce the likelihood of crime. Tandscaping is a tool employed in th
Sidewalks, bushes, and created paths can point people to the correct |
trees and spiky bushes can be used as natural barriers. These bush_CS a
placed such that they cannot be used as ladders or accessories to gain t
to unapproved entry points. Also, there should not be an overwhelmi



Chapter7: Security Operations

951

d bushes, which could provide intruders with places to hide. In the following sections,
Jook at the manmade compotients that can work within the landscaping design.

encing | .
gcencing can be quite an effective physical barrier. Although the presence of a fence may
ly delay dedicated intruders in their access attempts, it can work as a psychological

rrent by telling the world that your company is serious about protecting itself.
TFencing can provide crowd control and helps control access to entrances and facilities.
owever, fencing can be costly and unsightly. Many companies plant bushes or trees
front of the fencing that surrounds their buildings for aesthetics and to make the
ilding less noticeable. But this type of vegetation can damage the fencing over time
egatively affect its integrity. The fencing needs to be propetly maintained, because
company has a sagging, rusted, pathetic fence, it is equivalent to telling the world
the company is not truly serious and disciplined about protection. But a nice, shiny,
midating fence can send a different message—especially if the fencing is topped with
¢ rungs of barbed wire.
Then deciding upon the type of fencing, several factors should be considered. The
ge of the metal should correlate to the types of physical threats the company would
t likely face. After carrying out the risk analysis (covered in Chapter 1), the physical
rity team should understand the probability of enemies attempting to cut the fencing,
ive through it, or climb over or crawl under it. Understanding these threats will help
¢ team determine the necessary gauge and mesh sizing of the fence wiring,

he risk analysis results will also help indicate what height of fencing the organization
uld implement. Fences come in varying heights, and each height provides a different
| of security: -

o Fences three to four feet high only deter casual trespassers.
« Fences six to seven feet high are considered too high to climb easily.

o Fences cight feet high (possibly with strands of barbed or razor wire at the top)
means you are serious about protecting your property. They often deter the more
determined intruder.

he barbed wire on top of fences can be tilted in or out, which also provides extra
tection. If the organization is a prison, it would have the barbed wire on top of
e fericing pointed in, which makes it harder for prisoners to climb and escape. If the
ganization is a military base, the barbed wire would be tilted out, making it harder for
cone to climb over the fence and gain access to the premises.
Critical areas should have fences at least eight feet high to provide the proper level
rotection: The fencing should not sag in any areas and must be taut and securely
nected to the posts. The fencing should not be easily circumvented by pulling up its
ts. The posts should be buried sufficiently deep in the ground and should be secured
concrete to ensure they cannot be dug up or tied to vehicles and extracted. If the
und is soft or uneven, this might provide ways for intruders to slip or dig under the
ce. In these situations, the fencing should actually extend into the dirt to thwart these
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Fences work as “first line of defense” mechanisms. A few other controls ¢y, b
used also. Strong and-secure gates need to be implemented. It does no good to iy ﬁ
a highly fortified and expensive fence and then have an unlocked or weenie gage tha
allows easy access. ‘ A

Fencing: Gauges, Mesh Sizes, and Security
‘The gauge of fence wiring is the thickness of the wires used within the fence megh,
The lower the gauge number, the larger the wire diameter:

o 11 gauge = 0.0907-inch diameter
o 9 gauge = 0.1144-inch diameter
o 6 gauge = 0.162-inch diameter
The mesh sizing is the minimum clear distance between the wires. Common
mesh sizes are 2 inches, 1 inch, and 3/8 inch. It is more difficult to climb or cut
fencing with smaller mesh sizes, and the heavier-gauged wiring is harder to cut. The

following list indicates the strength levels of the most common gauge and mesh sizes
used in chain-link fencing today:

o Extremely high security 3/8-inch mesh, 11 gauge

Very high security 1-inch mesh, 9 gauge

High security 1-inch mesh, 11 gauge
o Greater security 2-inch mesh, 6 gauge

o Normal industrial security 2-inch mesh, 9 gauge

PIDAS Fencing
Perimeter Intrusion Detection and Assessment System (PIDAS) is a type of fencing that
has sensors located on the wire mesh and at the base of the fence. It is used to detect
if someone attempts to'cut or climb the fence. It has a passive cable vibratiot sensor

that sets off an alarm if an intrusion is detected. PIDAS is very sensitive and can
cause many false alarms. .

Gates basically have four distinct classifications:

o ClassI Residential usage

red; exafﬁP le

o ClassII Commercial usage, where general public access is expec Gl

. 1 . . (4
include a public parking lot entrance, a gated community, or a self-storag®



Chapter 7: Security Operations

o Class III  Industrial usage, where limited access is expected; an example is a
warehouse property entrance not intended to serve the general public

o Class IV Restricted access; this includes a prison entrance.that is monitored
- either in person or via closed circuitry

Fach gate classification has its own long list of implementation and maintenance
idelines in order to ensure the necessary level of protection. These classifications and
idelines are developed by Underwriters Laboratory (UL), a nonprofit organization that
ts, inspects, and classifies electronic devices, fire protection equipment, and specific
nstruction materials. This is the group that certifies these different items to ensure they
in compliance with national building codes. A specific UL code, UL-325, deals with
age doors, drapery, gates, and louver and window operators and systems.

So, whereas in the information security world we look to NIST for our best practices
d industry standards, in the physical security world, we look to UL for the same type

llairds usually look like small concrete pillars outside a building. Sometimes companies
to dress them up by putting flowers or lights in them to soften the look of a protected
vironment. They are placed by the sides of buildings that have the most immediate
hreat of someone driving a vehicle through the exterior wall. They are usually placed
tween the facility and a parking lot and/or between the facility and a road that runs
se to an exterior wall. Within the United States after September 11, 2001, many mili-
and government institutions that did not have bollards hauled in huge boulders to
round and protect sensitive buildings. They provided the same type of protection that
llards would provide. These were not overly attractive, but provided the sense that the

vernment was serious about protecting those facilities.

any of the items mentioned in this chapter are things people take for granted day in
d day out during our usual busy lives. Lighting is certainly one of those items you
bably wouldn’t give much thought to, unless it wasn’t there. Unlit (or improperly lit)
tking lots and parking garages have invited many attackers to carry out criminal activ-
that they may not have engaged in otherwise with proper lighting. Breaking into cars,
aling cars, and attacking employees as they leave the office are the more common types
f attacks that take place in such situations. A security professional should understand
hflt the right illumination needs to be in place, that no dead spots (unlit areas) should
Xist between the lights, and that all areas where individuals may walk should be properly
Asecurity professional should also understand the various types of lighting available
d where they should be used.
Wherever an array of lights is used, each light covers its own zone or area. The zone
%1 light covers depends upon the illumination of light produced, which usually has
direct relationship to the wattage capacity of the bulbs. In most cases, the higher the
AMp’s wattage, the more illumination it produces. It is important that the zones of
Umination coverage overlap. For example, if a company has an open parking lot, then
!ght, poles must be positioned within the correct distance of each other to eliminate any
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dead spots. If the lamps that will be used provide a 30-foot radius of illuminatioy, th
the light poles should be erected less than 30 feet apart so there is an overlap betweer, t;n
areas of illumination. <

NOTE Critical areas need to have illumination that reaches at least eight feet
with the illumination of two.foot-candles, Foot-candle is a unit of Measure of
the intensity of light.

Ifan organization does not implement the right types of lights and ensure they provide
proper coverage, the probability of criminal activity, accidents, and lawsuits increages,

Exterior lights that provide protection usually require less illumination intensity thay
interior working lighting, except for areas that require security personnel to inspect
identification credentials for authorization. It is also important to have the corect
lighting when using various types of surveillance equipment. The correct contragt
between a potential intruder and background items needs to be provided, which only
happens with the correct illumination and placement of lights, If the light is going to
bounce off of dark, ditty, or darkly painted surfaces, then more illumination is required
for the necessary contrast between people and the environment. If the area has clean
concrete and light-colored painted surfaces, then not as much illumination is required.
This is because when the same amount of light falls on an object and the surrounding
background, an observer must depend on the contrast to tell them apart.

When lighting is installed, it should be directed toward areas where potential intruders
would most likely be coming from and directed away from the security force posts. For
example, lighting should be pointed at gates or extetior access points, and the guard
locations should be more in the shadows, or under a lower amount of illumination. This
is referred to as glare protection for the security force. If you are familiar with military
operations, you might know that when you are approaching a military entry point, there
is a fortified guard building with lights pointing toward the oncoming cars. A large sign
instructs you to turn off your headlights, so the guards are not temporarily blinded by
your lights and have a clear view of anything coming their way. _

Lights used within the organization’s security perimeter should be directed outward,
which keeps the security personnel in relative darkness and allows them to easily view
intruders beyond the company’s perimeter. _

An array of lights that provides an even amount of illumination across an area.ls
usually referred to as continuous lighting. Examples are the evenly spaced light polesin2
parking lot, light fixtures that run across the outside of a-building, or series of fluorescent
lights used in parking garages. If the company building is relatively close to another
company’s property; a railway, an airport, or a highway, the owner may need to ensure
the lighting does not “bleed over” property lines in an obtrusive manner. Thus, the
illumination needs to be controlled, which just means an organization should erect hghts
and use illumination in such a way that it does not blind its neighbors or any passing
cars, trains, or planes. -

You probably are familiar with the special home lighting gadgets that tur
lights on and off at predetermined times, giving the illusion to potential burg

n certain
la[S [hat

'
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house is occupied even when the residents are away. Companies can use a similar
chnology, which is referred to as standby lighting. The security personnel can configure
« times that different lights turn on and off, so potential intruders think different areas

the facility are populated.

¢ NOTE Redundant or backup lights should be available in case of power
failures or emergencies. Special care must be given to understand what
type of lighting is needed in different parts of the facility in these types of
situations. This lighting may run on generators or battery packs.

Responsive area illumination takes place when an IDS detects suspicious activities and
1s on the lights within a specific area. When this type of technology is plugged into
omated IDS products, there is a high likelihood of false alarms. Instead of continually
ing to dispatch a security guard to check out these issues, a CCTV camera can be
talled to scan the area for intruders. )

I intruders want to disrupt the security personnel or decrease the probability of being
n while attempting to enter a company’s premises or building, they could attempt
rurn off the lights or cut power to them. This is why lighting controls and switches
ould be in protected, locked, and centralized areas.

rveillance Devices

ually, installing fences and lights does not provide the necessary level of protection a
mpany needs to protect its facility; equipment, and employees. Areas need to be under
rveillance so improper actions are noticed and taken care of before damage occurs. Sur-
ance can happen through visual detection or through devices that use sophisticated
ans of detecting abnormal behavior or unwanted conditions. It is important that every
anization have a proper mix of lighting, security personnel, IDSs, and surveillance
hnologies and techniques. '

owon

sual Recording Devices

cause surveillance is based on sensory perception, surveillance devices usually work in
njunction with guards and other monitoring mechanisms to extend their capabilities
d range of perception. A closed-circuir TV (CCTV) system is a commonly used moni-
ing device in most organizations, but before purchasing and implementing a CCTV
tem, you need to consider several items: ‘

The purpose of CCTV  To detect, assess, and/or identify intruders

The type of environment the CCTV camera will work in Internal or
external areas

The field of view required Large or small area to be monitored

Amount of illumination of the environment Lit areas, unlit areas, areas
affected by sunlight

* Integration with other security controls ~Guards, IDSs, alarm systems
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The reason you need to consider these items before you purchase a CCTV pyoq
is that there are so many different types of cameras, lenses, and monitors that maje
the different CCTV products. You must understand what is expected of this phygiey
security control, so that you purchase and implement the right type. .

CCTVs are made up of cameras, transmitters, receivers, a recording system, ap
monitor. The camera captures the data and transmits it to a receiver, which allows g
data to be displayed on a monitor. The data is recorded so that it can be reviewed
a later time if needed. Figure 7-7 shows how multiple cameras can be connected
one multiplexer, which allows several different areas to be monitored at one time, T
multiplexer accepts video feed from all the cameras and interleaves these transmigsi
over one line to the central monitor. This is more effective and efficient than the ol
systems that require the security guard to physically flip a switch from one environm
to the next. In these older systems, the guard can view only one environment at a tij
which, of course, makes it more likely that suspicious activities will be missed.

ACCTYV sends the captured data from the camera’s transmitter to the monitor’s recei
usually through a coaxial cable, instead of broadcasting the signals over a public netwo
This is where the term “closed-circuit” comes in. This circuit should be tamperpre
which means an intruder cannot manipulate the video feed that the security guar
monitoring. The most common type of attack is to replay previous recordings with
the security personnel knowing it. For example, if an attacker is able to compron

¢—— Coax cabling '

Camera
control unit
(pan/tilt/zoom) ™

Moriitor

Multiplexer

Figure 7-7 Several cameras can be connected to a multiplexer.
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mpany’s CCTV and play the recording from the day before, the security guard would
ot know an intruder is in the facility carrying out some type of crime. This is one reason
fiy CCTVs should be used in conjunction with intruder detection controls, which we

ddress in the next section.

NOTE CCTVs should have some type of recording system. Digital recorders
save images to hard drives and allow advanced search techniques that

are not possible with videotape recorders. Digital recorders use advanced
compression techniques, which drastically reduce the storage media

requirements.

Most of the CCTV cameras in use today employ light-sensitive chips called charged-
upled devices (CCDs). The CCD is an electrical circuit that receives input light from
¢ lens and converts it into an electronic signal, which is then displayed on the monitor.
nages ate focused through a lens onto the CCD chip surface, which forms the electrical
resentation of the optical image. It is this technology that allows for the capture of
straordinary detail of objects and precise representation, because it has Sensors that work
 the infrared range, which extends beyond human perception. The CCD sensor picks
p this extra “data” and integrates it into the images shown on the monitor to allow for
etter granularity and quality in the video. :

Two main types of lenses are used in CCTV: fixed focal length and zoom (varifocal).
he focal length of a lens defines its effectiveness in viewing objects from a horizontal
nd vertical view. The focal length value relates to the angle of view that can be achieved.
hott focal length lenses provide wider-angle views, while long focal length lenses provide
narrower view. The size of the images shown on a monitos, along with the area covered
v one camera, is defined by the focal length. For example, if a company implements a
CTV camera in a warehouse, the focal length lens values should be between 2.8 and
millimeters (mm) so the whole area can be captured. If the company implements
nother CCTV camera that monifors an entrance, that lens value should be around

mim, which allows a smaller area to be monitored.

NOTE Fixed focal length lenses are available in various fields of views: wide,
medium, and narrow. A lens that provides a “normal”focal length creates a
picture that approximates the field of view of the human eye. A wide-angle
lens has a short focal length, and a telephoto lens has a long focal length.
When a company selects a fixed focal length lens for a particular view of

an environment, it should understand that if the field of view needs to be
changed (wide to narrow), the lens must be changed.

So, if we need to monitor a large area, we use a lens with a smaller focal length value.
reat, but what if a security guard hears a noise or thinks he sees something suspicious?
fixed focal length lens does not allow the user to optically change the area that fills
e monitor. Though digital systems exist that allow this change to happen in logic, the
ulting image quality is decreased as the area being studied becomes smaller. This is
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because the logic circuits are, in effect, cropping the broader image without increggy,
the number of pixels in it. This is called digizal zoom (as opposed to optical zoom) a4 i
common feature in many cameras. The optical zoom lenses provide flexibility by auOWina
the viewer to change the field of view while maintaining the same number of pixels i
the resulting image, which makes it much more detailed. The security personne] USua“n
have a remote-control component integrated within the centralized CCTV mOnitoriny
area that allows them to move the cameras and zoom in and out on objects as needed
When both wide scenes and close-up captures are needed, an optical zoom lens i best. .
To understand the next characteristic, depth of field, think about pictures You mighy
take while on vacation with your family. For example, if you want to take a picture
of your spouse with the Grand Canyon in the background, the main object of the
picture is your spouse. Your camera is going to zoom in and use a shallow deptp of focus.
This provides a softer backdrop, which will lead the viewers of the photograph to the
foreground, which is your spouse. Now, let’s say you get tired of taking pictures of your
spouse and want to get a scenic picture of just the Grand Canyon itself. The camery
would use a greater depth of focus, so there is not such a distinction between objects in
the foreground and background.
The depth of field is necessary to understand when choosing the correct lenses and
configurations for your company’s CCTV. The depth of field refers to the portion of
the environment that is in focus when shown on the monitor. The depth of field varies
depending upon the size of the lens opening, the distance of the object being focused
on, and the focal length of the lens. The depth of field increases as the size of the lens
opening decreases, the subject distance increases, or the focal length of the lens decreases.
So, if you want to cover a Jarge area and not focus on specific items, it is best to usea
wide-angle lens and a small lens opening.
CCTV lenses have irises, which control the amount of light that enters the lens. Manual
iris lenses have a ring around the CCTV lens that can be manually turned and controlled:
A lens with a manual iris would be used in areas that have fixed lighting, since the iris
cannot self-adjust to changes of light. An auto iris lens should be used in environments
where the light changes, as in an outdoor setting. As the environment brightens, this is
sensed by the iris, which automatically adjusts itself. Security personnel will configure
the CCTV to have a specific fixed exposure value, which the iris is responsible .fof
maintaining. On a sunny day, the iris lens closes to reduce the amount of light entering
the camera, while at night, the iris opens to capture more light—just like our eyes.
When choosing the right CCTV for the right environment, you must determine the
amount of light present in the environment. Different CCTV camera and lens products
have specific illumination requirements to ensure the best quality images possibl.e. The
illumination requirements are usually represented in the fux value, which is a metric Us¢
to represent illumination strengths. The illumination can be measured by using 2 g™
meter. The intensity of light (illumination) is measured and represented in measurement
units of lux or foot-candles. (The conversion between the two is one foot-candle = 10.
Jux.) The illumination measurement is not something that can be accuratel rovided b’
g y prove
the vendor of a light bulb, because the environment can directly affect the illummatloné
This is why illumination strengths are most effectively measured where the light soure
is implemented. ‘
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- Next, you need to consider the mounting requirements of the CCTV cameras. The
cameras can be implemented in a fixed mounting or in a mounting that allows the cameras
1o move when necessary. A fixed camera cannot move in 1Tesponse to security personnel
ommands, whereas cameras that provide P77 capabilities can pan, tilt, or zoom (PTZ)
pecessary.

So, buying and implementing a CCTV system may not be as straightforward as it .
ems. As a security professional, you would need to understand the intended use of
¢ CCTV, the environment that will be monitored, and the functionalities that will
required by the security staff that will use the CCTV on a daily basis. The different
mponents that can make up a CCTV product are shown in Figure 7-8.

(Great—your assessment team has done all of its research and boughtand implemented
e correct CCTV system. Now it would be nice if someone actually watched the
onitors for suspicious activities. Realizing that monitor watching is a mentally
adening activity may lead your team to implement a type of annunciator system.

Fixed camera
in outdoor
housing

Wall mount
dome camera

Integrated
dome camera

Integrated
dome camera

Integrated
dome camera
on pole mount

Wall mount
dome
camera

Wall or ceiling pf
mount

Camera transcejver
Fixed camera for video over
shown with twisted pair wire

Passive twisted

pair transmitter
Wall or ceiling
camera mount

Pan-tilt-zoom
controller

monitor

Channel digital
recorder/multiplexer

ure7-8 A CCTV product can comprise several components.
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Different types of annunciator products are available that can either “listen” for nojse ,

activate electrical devices, such as lights, sirens, or CCTV cameras, ot detect Mover, Elfld
Instead of expecting a security guard to stare at 2 CCTV monitor for eight hours sery; ﬁt'
the guard can cary out other activities and be alerted by an annunciator if mOVeme[i o
detected on a screen. s

Intrusion Detection Systems

Surveillance techniques are used to watch an area, whereas intrusion detection devices ate
used to sense changes that take place in an environment. Both are monitoring methods
but they use different devices and approaches. This section addresses the types of tech.
nologies that can be used to detect the presence of an intruder. One such technology, 4
perimeter scanning device, is shown in Figure 7-9.

IDSs are used to detect unauthorized entries and to alert a responsible entity to respond,
These systems can monitor entries, doors, windows, devices, or removable coverings of
equipment. Many work with magnetic contacts or vibration-detection devices that are
sensitive to certain types of changes in the environment. When a change is detected, the
IDS device sounds an alarm either in the local area or in both the local area and a remote
police or guard station.

IDSs can be used to detect changes in the following:

Beams of light.

¢ Sounds and vibrations

o Motion
o Different types of fields (microwave, ultrasonic, electrostatic)

o FBlectrical circuit

Figure 7-9
Different
perimeter
scanning devices
workby coveting /" . |
aspecificarea. . o

e,

'\\\“‘-‘A«»..m
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IDSs can be used to detect intruders by employing electromechanical systems
(magnetic switches, metallic foil in windows, pressure mats) or volumetric systems.
Volumetric systems are more sensitive because they detect changes in subtle environmental
characteristics, such as vibration, microwaves, ultrasonic frequencies, infrared values, and
hotoelectric changes.

Electromechanical systems work by detecting a change or break in a circuit. The
electrical circuits can be strips of foil embedded in or connected to windows. If the
window breaks, the foil strip breaks, which sounds an alarm. Vibration detectors can
detect movement on walls, screens, ceilings, and floors when the fine wires embedded
within the structure are broken. Magnetic contact switches can be installed on windows
and doors. If the contacts are separated because the window or door is opened, an alarm
will sound. Another type of electromechanical detector is a pressure pad. This is placed
underneath a rug or portion of the carpet and is activated after hours. If someone steps
on the pad, an alarm can be triggered.

A photoelectric system, or photometric system, detects the change in a light beam and
thus can be used only in windowless rooms. These systems work like photoelectric smoke
detectors, which emit a beam that hits the receiver. If this beam of light is interrupted, an
alarm sounds. The beams emitted by the photoelectric cell can be cross-sectional and can
be invisible or visible beams. Cross-sectional means that one area can have several different:
light beams extending across it, which is usually carried out by using hidden mirrors to
bounce the beam from one place to another until it hits the light receiver. These are the
most commonly used systems in the movies. You have probably seen James Bond and
other noteworthy movie spies or criminals use night-vision goggles to see the invisible
beams and then step over them.

A passive infrared (PIR) system identifies the changes of heat waves in an area it is
configured to monitor. If the particles’ temperature within the air rises, it could be an
indication of the presence of an intruder, so an alarm is sounded.

An acoustical detection system uses microphones installed on floors, walls, or ceilings.
The goal is to detect any sound made during a forced entry. Although these systems
are easily installed, they are very sensitive and cannot be used in areas open to sounds
of storms or traffic. Vibration sensors are similar and are also implemented to detect
forced entry. Financial institutions may choose to implement these types of sensors on
exterior walls, where bank robbers may attempt to drive a vehicle through. They are also
commonly used around the ceiling and flooring of vaults to detect someone trying to
make an unauthorized bank withdrawal.

Wave-pattern motion detectors differ in the frequency of the waves they monitor. The
different frequencies are microwave, ultrasonic, and low frequency. All of these devices
generate a wave pattern that is sent over a.sensitive area and reflected back to a receiver.
If the pattern is returned undisturbed, the device does nothing. If the pattern returns
altered because something in the room is moving, an alarm sounds.

A proximity detector, or capacitance detector, emits a measurable magnetic field. The
detector monitors this magnetic field, and an alarm sounds if the field is disrupted. These
devices are usually used to protect specific objects (artwork, cabinets, or a safe) versus
protecting a whole room or area. Capacitance change in an electrostatic field can be used
to catch a bad guy, but first you need to understand what capacitance change means.
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An electrostatic IDS creates an electrostatic magnetic field, which is just an electric field
associated with static electric charges. Most objects have a measurable static electrjc
charge. They are all made up of many subatomic particles, and when everything i stable
and static, these particles constitute one holistic electric charge. This means there a
balance between the electric capacitance and inductance. Now, if an intruder enteyg the
area, his subatomic particles will mess up this lovely balance in the electrostatic field,
causing a capacitance change, and an alarm will sound. So if you want t0 rob a compap,
that uses these types of detectors, leave the subatomic particles that make up your body
at home. :
The type of motion detector that a company chooses to implement, its power capacity, .
and its configurations dictate the number of detectors needed to cover a sensitive area,
- Also, the size and shape of the room and the items within the room may cause barriers, .
in which case more detectors would be needed to provide the necessary level of coverage. ’
IDSs are support mechanisms intended to detect and announce an attempted
intrusion. They will not prevent or apprehend intruders, so they should be seen as an aid
to the organization’s security forces. ’

Intrusion Detection Systems Characteristics
IDSs are very valuable controls to use in every physical security program, but several
issues need to be understood before implementing them:

o They are expensive and require human intervention to respond to the alarms.

o They require a redundant power supply and emergency backup power. |

They can be linked to a centralized security system.
o They should have a fail-safe configuration, which defaults to “activated.”

o They should detect, and be resistant o, tampering.

Patrol Force and Guards

One of the best security mechanisms is a security guard and/or a patrol force to moni-
tor a facility’s grounds. This type of security control is more flexible than other secutrity
mechanisms, provides good response to suspicious activities, and works as a great deter-
rent. However, it can be a costly endeavor because it requires a salary, benefits, and time
off. People sometimes are unreliable. Screening and bonding is an important part of
selecting a security guard, but this only provides a certain level of assurance. One issue is
if the security guard decides to make exceptions for people who do not follow the orga-
nization’s approved policies. Because basic human nature is to trust and help people, a
seemingly innocent favor can put an organization ar risk. ‘
IDSs and physical protection measures ultimately require human intervention.
Security guards can be at a fixed post or can patrol specific areas. Different organizations
will have different needs from security guards. They may be required to check individual
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credentials and enforce filling out a sign-in log. They may be responsible for monitoring
IDSs and expected to respond to alarms, They may need to issue and recover visitor
badges, respond to fire alarms, enforce rules established by the company within the
building, and control what materials can come into of go out of the environment. The
guard may need to verify that doors, windows, safes, and vaults are secured; report
identified safety hazards; enforce restrictions of sensitive areas; and escort individuals
throughout facilities. :

The security guard should have clear and decisive tasks that she is expected to fulfill.
The guard should be fully trained on the activities she is expected to perform and on the
_ responses expected from her in different situations. She should also have 4 central control
point to check in to, two-way radios to ensure proper communication, and the necessary
access into areas she is responsible for protecting.

- The best security has a combination of security mechanisms and does not depend on

just one component of security. Thus, a security guard should be accompanied by other
surveillance and detection mechanisms

Dogs have proven to be highly useful in detecting intruders and other unwanted condi-
tions. Their senses of smell and heating outperform those of humans, and their ingell;-
gence and loyalty can be used for protection. The best security dogs go through intensive
training to respond to a wide range of commands and o perform many rasks, Dogs
can be trained to hold an intruder at bay until security personnel arrive or to chase an
intruder and attack. Some dogs are trained to smell smoke so they can alert personnel
to a fire. :

Of course, dogs cannor always know the difference between an authorized person and
rized person, so if an employee goes into work after hours, he can have more
on his hands than expected. Dogs can provide a good supplementary security mechanism.

EXAMTIP  Because the use of guard dogs introduces significant risks to
personal safety, which is paramount for CISSPs, exam answers that include
dogs are likelier to pe incorrect, Be on the lookout for these.

Auditing Physical Access

Physical access control Systems can use software and auditing features to produce audit
trails or access logs pertaining to access attempts. The following information should be

logged and reviewed:
o The date and time of the access attempt
o The entry point at which access was attempted
o The user ID employed when access was attempted

* Any unsuccessful access attempts, especially if during unauthorized hours




